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Abstract—This paper presents test results and specification

for SJ BIST™, an innovative sensing method for chitg 1. INTRODUCTION
faults in solder-joint networks that belong to the ports of
Field Programmable Gate Arrays (FPGASs), especially
Ball Grid Array packages. It is well-known thatadtured
solder joints typically maintain sufficient electal contact

to operate correctly for long periods of time. Sapsently networks that belong to the 1/0 ports of Field Pemgmable

the damaged joint begins to exhibit intgrmittemms: the Gate Arrays (FPGAs), especially FPGAs in Ball Ghiday
faces of a fracture separate during periods ofstreausing (BGA) packages such as a XILINX® FG1156 [1-6].

incorrect FPGA signals. SJ BIST detects faulté@dWor FPGAs are widely used as controllers in aerospace

Iow_er \.Nith zero false al_arms: minimum detectableltfa applications, and being able to detect faults ildesgjoint
period is one-half the period of the FPGA clockagnteed  \oyorks increases both fault coverage and health

_de_tecftiorlw is_two clock periods. Bfeinlg able to de:DIo:ehr management capabilities and support for conditiaseh
joint faults in FPGAs increases fault coverage aedlth 5,4 (ejiability-centered maintenance. As both thichp

mar:ja_\gemgnt dcapgbililt_ies_,l_ and pr((j)vide_s ggﬁport foBetween the solder balls of the solder joints of ABG
condition-based and reliabllity-centered maintegstc packages and the diameter of the solder balls dserghe
importance a real-time solder-joint fault sensar FPGAs

This paper presents test results and specificationsSJ
BIST™ (Solder Joint Built-in-Self-Test™), which ian
innovative sensing method for detecting faultsaller-joint
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paper. The program for the test boards containpaeany
data collection routines for statistical analysisl aises less
than 250 cells out of over 78,000 cells for a Shoml gate,
1156-pin FPGA to test 8 pins.

Initial testing indicates SJ BIST is capable ofedting high-
resistance faults of 100/ or lower and which last one-half
of a clock period or longer. In addition to produg no
false alarms in the current period of testing, dditonal
failure mechanisms are introduced to an assemhtguse,
with the exception of fault reporting and handligg, BIST
is (1) not invasive to an application program; {&)not
compute
anticipated; and (3) any failures in SJ BIST itsela failure
in the FPGA or the board. Therefore either a faire is
reported or no failure is reported and neitherfalse alarm.

Mechanics of Failure

Solder-joint fatigue damage caused by thermo-mdchbn
and shock stresses is cumulative and manifestsids and
cracks, which propagate in number and size. Eadlgfuihe
solder ball (or bump) of the joint fractures [7-H)d FGPA
operational failures occur. An illustration of anazged
solder bump on the verge of fracturing is showRigure 1.
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Figure 1: Cracked Solder Ball (Bump), 15mm BGA [8].

Figure 2 and Figure 3 depict a cracked solderdfad BGA
package attached to an electronic printed circaiart
(PCB); Figure 4 depicts a fractured solder balljcihis
what happens to a crack as an end result of aceaimaul
fatigue damage. A fracture is the complete separaif a
solder ball that can result in a break in the eieait
connection between the BGA and the electronic hoard
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Figure 2: Crack at BLM and Solder Ball.

intensive and so timing problems are noOtracture

BGA Package ﬁ

Solder Ball

Figure 3: Crack at Solder Ball-PCB Junction.

Crack

Contact Pad
/4 //: PCB Land

> Dielectric

00056

Multi-Layer PCB

BGA Package ﬁ
@ Contact Pad
: PCB Land
/ / "

Layer 1
> Dielectric
Failure Point: Fracture of the Solder Ball

Solder Ball

Multi-Layer PCB Layer 2

Layer 3

00017

Figure 4: Fractured Solder Ball.
Intermittent Behavior of Fractured Solder Bumps

Over time, contamination and/or oxidation filmsrfoon the
fractured surfaces and a failure progression ocduoosn
degraded joints to intermittent opens of short tiona
(nanoseconds or less) to longer durations (micoosis) to
very long durations lasting milliseconds or longEhne latter
case, with intermittent faults lasting milliseconatslonger,
are very likely to cause faults in the correct FP&pkration.
Test results confirm this physics of failure beloaviAs seen
in Figure 5, during periods of high stress, fragtlbumps
tend to momentarily open and cause hard-to-diagnose
intermittent faults of high resistance of 100s dfn@ [10-
12]. Such faults typically last for periods of lineds of
nanoseconds, or less, to more thars17, 11, 13-16]. The
intermittent faults are caused by the opening dadirgy of
the fractured faces of the solder balls, as degigteFigure
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Figure 5: Shock-actuated Failure: Transient Strain
(Blue) and Intermittent Opens (Mauve) (From Lall).



These intermittent faults increase in frequenceg\dadenced
by a practice of logging BGA package failures oafyer

multiple events of high-resistance: an initial evérlowed

by some number (for example, 2 to 10) of additianadnts
within a specified period of time, such as ten patof the
number of cycles of the initial event [14-16]. BEwhen, an
intermittent fault in a solder-joint network mighot result in

an operational fault. For example, the fault mightin a
redundant ground or power connection; or it migbtus

during a period when the network is not being rittor it

might be too short in duration to cause a signedrer In

Figure 5, the duration of the fault in th8 &ycle of stress is
over 3 milliseconds.

Vibration flexes components,
intermittently opening and closing
the circuit
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Figure 6: Intermittent Open and Closed Connection.

Damage accumulates and eventually there is a oathgt
failure, such as might happen when a solder baibimes
displaced as depicted in Figure 7.

Figure 8 represents Highly Accelerated Life Testal(T)
results performed on XILINX FG1156 Daisy Chain
packages in which 30 out of 32 tested packagesdfail a

test period consisting of 3108 HALT cycles. Each

temperature cycle of the HALT was a transition fré58°C

to 125°C in 30 minutes: 3-minute ramps and 12-minute

dwells. What is not immediately apparent is traatheof the
logged FPGA failures (diamond symbols) representsast
30 events of high resistance: a FAIL was defineeisg at
least 2 OPENS within the same temperature cyclsingle
OPEN in any temperature cycle was not counted lB&lh
event; and the package was deemed as failed oy =5
FAILS [15] had been logged.
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Figure 8: XILINX FPGA HALT Test Results [15].
State of the Art

The use of leading indicators of failure for progtio
indication of impending failure has been previously
demonstrated [17-20]. One important reason fongisin
in-situ solder-joint fault sensor is that stresggntudes are
hard to derive, much less keep track of [21]; aaptieason

is that even though a particular damaged soldet-joight
not result in immediate FPGA operational faults fault
indicates the FPGA is likely to have, or will sdeawve, other
damaged /0O ports—in short, the FPGA is no longer
reliable.  In a manufacturing environment, SJ BIST
addresses a concern that failure modes causeceB\HB-
FPGA assembly are not being detected during commone
qualification [12].

FPGAs are not amenable to the measurement teclnique
typically used in manufacturing reliability testsich as
Highly Accelerated Life Tests (HALTs) [10]. This i
because, for example, a 4-point probe measureraguoires
devices to be powered-off; and because FPGA |/@smoe
digital, rather than analog, circuits (see Figuxe 9

Modern BGA FPGAs have more than a thousand pins and
very small pitch and ball sizes, for example, ts $ide of
Figure 10 shows the position of the XILINX FG115BGA

die with respect to the FPGA mount, and the righe s
shows the bottom of the package—a footprint of 36x3
mn?, and an array of 34x34 solder balls. The densayarf
fine-pitch and ultra fine-pitch BGA packages witlery
small pitch and solder ball tends to make physiagitical-,
X-ray- and sonic-based inspection techniques inmjpador
detecting the onset of damage.

Ridgetop authors physically ground down one of tibst
boards to create the cut view shown in Figure The cut
view shows the FPGA die is connected by eitherdhjp
collapsed connections or by bonding to a ceramiseba
Wire interconnects connect the die to ball limiting
metallurgy (BLM), to which solder balls are attadhdhe
FPGA package is then placed over connection landhe



printed circuit board (PCB) and soldered. Notegtesence
of voids in the two solder balls on the right-haside of
Figure 11: such voids lead to early onset of soldait
failure.
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Figure 9: FPGA Diagram, 1/0 Buffer [22].
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Figure 11: View Showing FPGA Die to PCB Connection.

2. SJIBIST

SJ BIST requires the attachment of a small capattbyo
unused I/O ports as near as possible to a corngheof
package. Figure 12 is a block diagram of an FPGA
containing SJ BIST with a capacitor connected to ti®
pins.

FPGA

SOLDER BALL
FAULT

—_—
—_

CAPACITOR VOLTAGE

SJ BIST

T

Figure 12: SJ BIST Block Diagram

Figure 13 shows the signal for a no-fault conditiéh and a

fault condition (B). SJ BIST writes a logical ‘1o charge

the capacitor and then reads the voltage acrosshieed

capacitor. If the solder-joint network of the If@rt of the

FPGA is undamaged, the write causes the capadtiet
fully charged and a logical ‘1’ is read by SJ BISWhen

the solder-joint network is damaged, the effectesistance
of the SJ network increases, the charging time taohs
increases, the write fails to sufficiently charge tapacitor,
and a logical ‘0" instead of a logical ‘1’ is read: fault

occurs, is detected by SJ BIST and is reported.

Figure 13: SJ BIST: 1 MHz Capacitor Signal. (A) No
Fault; (B) 100 WFault- 0.5ms x 2.0V Grid.



Test Results

Tests have been run at various clock frequenciegimg
from 10 KHz to 100 MHz and for varying solder-joint
network conditions ranging from no fault to overO1W of
fault resistance: All faults of 10&¥ or larger were detected,
and there were no false alarms.

Referring to Figure 13, voltages on a In® capacitor
connected to a group of two I/O ports are showguie
13A shows the capacitor voltage when one of the pads
connected to the capacitor has &Vlresistor connected in
series with the solder joint; the resistance ishigh enough
cause a write fault to occur, and SJ BIST correditly not
report a detected fault. Figure 13B shows the dapac
voltage when the resistance is increased to\W0@ write
fault occurs. SJ BIST correctly reported the faaitd
incremented the fault count for that 1/O pin.

Clock Frequency, Capacitor Value and Fault Resiséan

The relationship between the frequency of the FRI&&Kk,
the value of the connected capacitor to each gafuvo
I/O pins, and the detectable fault resistance @wshin
Figure 14.

Figure 14: Frequency, Capacitor and Resistance.

SJ BIST Sensitivity and Resolution

For a given clock frequency, there is a capaciwue that
will cause SJ BIST to always detect a fault resistaat least
as low as 100wWwith a duration of at least two clock
periods. Faults of shorter duration are detectalblen they
occur at the beginning of the write and last foowbone-
half of a clock period.

For clock frequencies of one-half or higher of thaximum
clock frequency of the FPGA, the capacitance of lie
port is sufficient — no external capacitance netmlde
connected for SJ BIST to correctly detect faultshwio
alarms. Initial test results indicate a fault fetion of about
600 Ohms at full FPGA clock speed.

SJ BIST Signals and Controls

SJ BIST needs to present at least one error s{gnédult
indicator) either to an external FPGA 1/O port or dn
internal fault management program. At least onetrod
signal is required: an enable (disable) BIST.

Error Signals and Fault CountsEach SJ BIST core has
two error signals: (1) at least one previous fdnas been
detected and (2) a fault is currently active. Alffaounter
(1:255) is also provided. For a deployed SJ BISE,
anticipate most applications would only the firgtoe signal
without any count: we use the count for statistmaiposes

Control Signals—In addition to CLK, SJ BIST has two
input signals: ENABLE and RESET. ENABLE is used to
turn SJ BIST detection on and off; RESET is usedeget
both the fault signal latches and the fault cowmteFor a
deployed SJ BIST, RESET might not be used.

3. INTERMITTENCY MITIGATION

SJ BIST is a very useful sensor for mitigating
intermittencies. Early detection of failure of anused 1/O
pin allows the electronic board to be replaced teefo
subsequent fatigue damage causes an applicatiopi/@
fail, and therefore intermittent operational andemlare
avoided.

Intermittent Behavior of Fractured Solder Joints

As previously seen in Figure 5, fractured soldéntptend
to maintain electrical contact until periods of rieasing
stress occur: a hard open longer than a milliseabdchot
occur until the fifth shock wave. SJ BIST wouldvla
recorded at least eight instances of faults: tweaoh of the
first three waves and one each in the fourth dittuliraves

Intermittent Confirmation and Prognostic Warning

Detection of intermittent faults can be used tofeconthat
the electronic board with that FPGA is a likely datate for
replacement to address reported operational anesnalin
the absence of any reported operational anomaletected
faults can be used as a prognostic warning thabdlaed is
likely to experience future operational anomalies.



4. PIN SELECTION

Our recommendation is the following: A deployedEBB$T
application should use at least four groups of £omne
group of two I/O pins near each corner of the FP@B&
shadow or at each corner of the FPGA package (tile p
shaded pins in Figure 15). Research indicatesstiger
balls nearest the corner of the package or the FBi@/Are
most likely to fail first. The stress diagram ingkie 16
indicates that of the two areas, the corners netires-PGA
die are likely to fail first. High stress causey fhysical
mounting coupled with thermal-mechanical stressethé
most likely cause of the observed failure distiinut of
solder balls in BGA packages. Further evidence raf t
validity of these observations is the reservingheffour 1/0
pins at each corner for ground and all of the pinder the Figure 16: FG1156 Strain Diagram.
die for power and ground (the orange-shaded pins).

HALT Test Board
5. TESTACTIVITIES
Figure 17 is a block diagram of the HALT test boave

: : : : designed. The SJ BIST test program is loaded @to
Extensive experiments, including HALTs, have been . .

planned and are presently being conducted. Thuapyi ;E%lz)ﬂérvt\jlhilscgct:\:\?enré%agr? thga%f?:rgg Al\ngt;;r?:r(:t]ezp'ﬁgg?g
bjecti the following: (1 f finalnséivit o .

objectives are the following: (1) perform finainséivity, data (64 x (2 faults signals + 8 bits of countgcle board

resolution and clock frequency measurements tofweri .
Figure 14; (2) collect, evaluate and publish stigt$ data generates 2560 bits of dat"’?- We wrote a LabVIEW®
program to control the collection of data, and wete a

related to test 1/O port location, first failuredaprobability
of failure distribution. The pink- and light-bkshaded pins MATLAB® program to process the data.
in Figure 15 are the sixty-four pins we selected HALT

testing: 32 groups of two-pin SJ BIST cores. Figure 18 shows a manufactured, populated and rsuide

HALT test board. There are three connectors: (ILIXX
programmer connection, (2) power input and (3) erpent
control connections.

Figure 17: HALT Test Board Block Diagram.
Figure 15: FG1156 I/O Pin Footprint [22].



Figure 18: HALT Experiment Board with Four XILINX
FG1156 FPGAs.

Figure 20: HALT Test Board Mounted on Vibrator.
At the Center for Advanced Vehicle Electronics atbArn _ h h block di ) i
University, Alabama, test boards are placed in erntial Figure 21 shows the HALT test block diagram: a

oven (Figure 19) and cycled from -86 to 125°C in 30 Instrument (NI) 6541 digital generator is connected_est
minute ramps and 15 minute dwells. The boards arQOarOI and a CB 2162 connector board to collectithial

subjected random cyclic shock with variable fregyen data. The prc:wer board prgvid%s 12 V’f1'8 Vr,]2.5n‘dd3._0
superimposed with random vibrations (Figure 20)drAp V power to the FPGA test board. Data from the bestrd is

test is performed and the test board is placetddroven for extracted using a platform cable USB.
5 days. Data is collected at the beginning of tdst and

then twice a day. At the end of 5 days, anothepdest is

performed with data collected before and afterdiap test.

This procedure is repeated for each test board thdi

boards are damaged.

Figure 21: HALT Test Block Diagram.

Independent Test Result

Figure 22 shows a test result from Sindelfingentn@ay,
using a known fault of 30W, a 50 MHz clock and a 47 pF
capacitor. The result is actually better than gradicted by
Figure 14, which shows for a 10 MHz clock, a 500 pF
capacitor, the fault sensitivity is 308 and by extrapolation
a 100 MHz clock and a 50 pF capacitor should rasuét
fault sensitivity of 300W. The total capacitance is the sum
of the external, the parasitic capacitance of i plus the
capacitance of everything connected to the poduding
the oscilloscope. Note the display of the digitstiboscope
indicates a detected frequency of 24.9 MHz, indicathe
oscilloscope the lower voltage signals were nduihed.

Figure 19: Thermal Oven for Solder Joint HALT
Testing — CAVE, Auburn University, Alabama.



Figure 22: 50 MHz CLK, 47 pF, 300MFault Test Figure 24: SJ BIST Demonstration Box, XILINX
' ' ' ' Spartan-3 XC3S200FT256 Board.

Figure 25 is a picture of the display control bofmdthe SJ

BIST demonstration board. @ The board provides the
6. DEMONSTRATION Box interface and control between the box front pamel the

FPGA. Not shown is a small board upon which the 7-

Figure 23 is a picture of one of the SJ BIST dertration ~ S€gment LED is mounted. ~We have since designed,
boxes being tested for delivery to Raytheon Miss”efa_brlcated and assembled a printed wire boardptace the
Systems. The front panel shows a fault count ofa7, Wire-wrapped bread board.

previously detected fault in an upper-right pind doth an

active (the fault inject button is depressed) ameviously

detected fault in a lower-right pin. The purpo$¢he box is

to allow for portable demonstrations, and to alloan-

Ridgetop personnel to independently demonstrate and

evaluate SJ BIST.

Figure 25: SJ BIST Demonstration Box, Display Board

7. SUMMARY AND CONCLUSION

In this paper we provided updated information orBE3T.
Figure 23: SJ BIST Demonstration Box. A brief overview of the mechanics-of-failure wagluded:
the primary contributor to fatigue damage is thermo
mechanical stresses related to coefficient of teatpee
expansion (CTE) mismatches, shock and vibratiord an
power on-off sequencing. Solder-joint fatigue dge@an
result in fractures that cause intermittent instéanof high-
resistance spikes that are hard-to-diagnose. llabigy

An inside view of the demonstration box is showrigure
24. The FPGA is programmed to test 8 pins; twthefpins
are configured to enable injection of a 1@0fault. As
faults occur, they are summed and displayed. Tdmeral
board supports an ENABLE switch and a RESET switch.
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